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1.87bn

Facebook Users

https://www.statista.com/topics/1164/social-networks/




22.9%

Of Global Population

https://www.statista.com/topics/1164/social-networks/




42%

Of U.S. Social Media Visits

https://www.statista.com/topics/1164/social-networks/
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More than 1.7 billion 1 of every 5 minutes 500 million
people use Facebook people in the US spend Instagrammers use the
every month. on mobile is on app each month.

Facebook or Instagram.
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home why we do it what we do about contact

Big Brother Awards Belgium:
Facebook is the privacy villain of the

EDRI-GRAM =~

fortnightly roundup of the news

dd
Facebook 1s a multi-billion dollar company that has

one commodity - youl! AGENDA

29.03.2017
said Joe McNamee, Executive Director of European Digital Rights. Right s 2017

Facebook has acces vide range o sonal data, and it tr your ements
03.04.2017

2nd International Conference

ar the web, ¥ ged in or not. And the devil e default: To opt

out, you are
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Do social network sites genuinely care

‘gathers email, gender, date of ~ about privacy?
birth, country, post code/zip
code and marital status. This

information is used to allow us to
provide services and features
that most likely meet your needs

ﬁ

€ Mark Zuckerberg, Facebook's founder, has done well from peaple's willingness to be found.
Photograph: Paul Sakuma/AP

000 -

@ This article is 9 years old
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From the 2006
iInstant messages
reviewed In the

Winklevoss
litigation:

Zuck: yea so if you ever need info about
anyone at harvard

Zuck: just ask

Zuck: i have over 4000 emails, pictures,
addresses, sns

Friend: what!? how’d you manage that
one?

Zuck: people just submitted it
Zuck: i don’t know why

Zuck: they “trust me”

Zuck: dumb fucks



Why does Facebook
want your data?



Sponsored I Create an Ad J

Facebook Collects Your Data For Targeted Ads

Your Gender, Your Age, Your
Location, Your Job, Your Friends,
Your Interests, Your Pages. Your
Posts, Your Education, Your Likes,
Your Religion, Your Marital Status...

50% Off on Sexy Heels for You!

EXCLUSIVE Offer! Your First pair for
520! Free Returns, Free Exchanges!
Take Quiz.

Find Christian Hotties in your City




Using your Profile to Target Ads

e By compiling your “likes”
e Byreference to ads you’ve clicked
e By using your basic demographics (e.g., marital status)

e The more information you put on your profile; the more
specific the ads

http://lifehacker.com/5994380/how-facebook-uses-your-data-to-target-ads-even-offline



Jv— Collecting data when off
. ‘@ Facebook

"

e Tracking Cookies: tracking which websites you visit--even
after you log out

e By using your real-world shopping to target ads

http://lifehacker.com/5843969/facebook-is-tracking-your-every-move-on-the-web-heres-how-to-stop-i
t



?T:"ﬂ!ﬂﬂfi(.' Popular Latest Sections v Magazine ~

What el The Details About the CIA's
at else can | peal with Amazon

A 5600 million computing cloud built by an outside company is a

your data be ‘radical departe"orte isk—averse inte]ligencecommuity. -
used for? — R




e Privacy/Security Concerns

e What about public/government
data?

e Future of intelligence services?



Facial Recognition
and Databases



Facial Recognition

Face recognition
platform

31 | June 18, 2012 Face.com

Computer Vision,

61 | November 16, 2016 | Faciometrics ! :
Machine Learning

-

FOCIOHEEA’WCS
What the face reveals

= Israel, Tel

) $100,000,000
Aviv
= USA, Carnegie
Pittsburgh, undisclosed Mellon
Pennsylvania University

Fernando
De la Torre

[39]140]

[73]
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Australian security and counter-terrorism

— . . . Facebook photos could be taken for use in
This process will expedite putting a name national biometric database - officials

to the face of terror suspects, murderers i i e
and armed robbers, and will also help to
detect fraud cases involving criminals that
use multiple identities. This initiative does
tcnot involve new powers for the
commonwealth; it’s simply a mechanism to
share existing information already held by
jurisdictions.’” ’

@ Greens Senator Scott Ludlum asked government offict there
recognition system from accessing photos from social me

The new powers do not need to go through 000 -

Shalailah Medhora

parliament to be enacted.

Images harvested from social media sites such as Facebook could be part of the
latest counter-terrorism measures, the attorney general’s department has
confirmed.

In September, the justice minister, Michael Keenan, announced that the federal
government would spend $18.5m to develop the national facial biometric
matching capability, known simply as “the capability”.




The lllinois Biometric Information
Privacy Act, which passed in 2008,
says no private entity can gather
and keep an individual’s biometric
information without prior
notification and written permission
from that person

Chicago Tribune

Illinois biometrics lawsuits
may help define rules for Facebook, Google

An lllinais law on biometric dala, like that used for fingerprint and facial recognifion, has friggered a series of class-action lawsuits.
(iStockphoto!
i 1 By Meg Graham - Contact Reporter
| Blue Sky Innovation
(!

I t’s annoying enough when hackers get your credit card number and you have to
change it. But what would you have to do if they got your thumbprint?
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WhatsApp

WhatsApp: a
Facebook Property



‘ ‘ ’ ' China’s Intelligent
Weaponry Gets Smarte:
- .

GGGGGGGGGG

hatit  Relaxing Privacy Vow, WhatsA
Wme awﬁft "g{, i fﬁ"m Hoone WAoo o s Wik o
sta'%'um Pers.ar ICS az%a :ts B kel
Koum ohe,o % —_——
ser et e
% ﬁ % Wt
f&k"c‘&%%ft’a’fhe

mobilg Bbﬁ%é'ﬂwﬁéfd’ ¥iggs ool
Facebo®f H3€t%o coordmate
information across its collection of
businesses.

SAN FRANCISCO — When Facebook bought the start-up WhatsApp in




Instagram: A
Facebook Property



THEVERGE  1tch - SCIENCE - CULTURE - CARS - REVIEWS - MORE
it 7

Facebook, Twitter, and Instagram
surveillance tool was used to arrest
Baltimore protestors

The services have revoked access after an ACLU report

..according to a newly published
‘Winnwes i qktlio bty tharAtind ofwareretacal
policdifoimantarofpddid ekl fiacetmook of
whonuhddmdtageonhshAlRid toroetadebus —
aedl ftimehblaeis bosbgiatksdditafoticity,

by Russell Brandom | @russellbrandom | Oct 11, 2016, 1:42pm EDT

I e

botilepratestemezipastsp Sathictoveepelice \ L i —"
SetgzanieAtgnese Y tideatifysand he iy
tesdineotrigés Gheysplprotestior sistwlatof )
after their gbstsdgecame public. SRy e
o)
o

For years, Instagram, Twitter, and Facebook have provided data to a
company marketing social media surveillance tools to police, according to

a newly published investigation by the ACLU of Northern California.




Where should the line be
drawn between preventing

threats to public safety and
privacy?

- What if there were guarantees that the photos would remain
confidential/private?

- What other limits could be imposed to make these
“capabilities” more easier to swallow?

- How can we balance prohibitions on “urban camouflage” with
public safety?



News on Facebook



TR ] 0 v QUARTZ =
Sites that publish fake or A;most all the traffic to fake news
hyperpartisan news are almost :::"fv's From Facebook newdata
completely reliant on Facebook for -
their readership, according to data n
collected by the marketing
analytics firm Jumpshot.

The company found that several of
these sites get over 70% of their
desktop-device traffic from
Facebook referrals.
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Former Facebook Workers: We Routinely
... according to a former journalist Suppressed Conservative News

who worked on the [“trending” @ e
section] ... workers prevented
stories about the right-wing CPAC
gathering, Mitt Romney, Rand Paul,
and other conservative topics from
appearing in the highly-influential
section, even though they were
organically trending among the
site’s users.

Facebook workers routinely suppressed news stories of interest to conservative

readers from the social network’s influential “trending” news section,



Manipulation/Exploitation
of Emotions



Facebook reveals news feed experiment
to control emotions

689,000 users

Protests over secret study involving 689,000 users in which friends’ postings
were moved to influence moods

Poll: Facebook's secret mood experiment: have you lost trust in the social
network?

News feed filtering to study
“emotional contagion”

“Failed to gain informed consent”

ts and politicians called Facebook's experiment 'scandalous’, "spooky’ and 'disturbing’. Photograph: Dado

Ruvic/Reuters




Using your input
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Brain-computer interface
engineer/ Neuro imaging engineer

Telepathy as “ultimate
communication technology”

Ultimate privacy nightmare?

FP TECH DESK

m Donald Trump | Canadian dollar | Family Finance | Taxes | Oil Prices | RRSP | TFSA

Facebook may be working on a way to
read your mind, according to new
job postings

JamEes Trrcome, THE TELEGRAPH | January 13, 2017 1:20 PM ET

More from The Telegraph

E| I3 twitter | 3§ Google+ | [f] Linkedin | &4 Email | ® Typo? | [J More



Regulation: should we?
Can we?



e What does effective regulation of social
media platforms look like? Should we be
beholden to terms-of-agreement?

e How do you control the data that's being
stored?

o If we don’t want ad-targeting, how else
do we pay for the service?
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Privacy no longer a social norm, says
Facebook founder

+ BUKSI

o People have beco ore ¢ 0 says Facebook founder Mark

< m
198 76

@ This article is 7 years old

e Johnson, Las Vegas
11 January 2010 0 GMT

The rise of social networking online means that people no longer have an
expectation of privacy, according to Facebook founder Mark Zuckerberg.

Talking at the Crunchie awards in San Francisco this weekend, the 25-year-old
chief executive of the world's most popular social network said that pri




Reasons for
Optimism
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Our Impact

Through our co
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