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1.87bn
Facebook Users

https://www.statista.com/topics/1164/social-networks/



22.9%
Of Global Population 

https://www.statista.com/topics/1164/social-networks/



42%
Of U.S. Social Media Visits

https://www.statista.com/topics/1164/social-networks/





Facebook 
remains the most 

popular social 
media platform



“Big Data”











“ ”
‘gathers email, gender, date of 

birth, country, post code/zip 
code and marital status. This 

information is used to allow us to 
provide services and features 

that most likely meet your needs 
…’



From the 2006 
instant messages 
reviewed in the 
Winklevoss 
litigation:

Zuck: yea so if you ever need info about 
anyone at harvard

Zuck: just ask

Zuck: i have over 4000 emails, pictures, 
addresses, sns

Friend: what!? how’d you manage that 
one?

Zuck: people just submitted it

Zuck: i don’t know why

Zuck: they “trust me”

Zuck: dumb fucks



Why does Facebook 
want your data? 





Using your Profile to Target Ads

● By compiling your “likes”

● By reference to ads you’ve clicked

● By using your basic demographics (e.g., marital status) 

● The more information you put on your profile; the more 
specific the ads 

http://lifehacker.com/5994380/how-facebook-uses-your-data-to-target-ads-even-offline



Collecting data when off 
Facebook 

http://lifehacker.com/5843969/facebook-is-tracking-your-every-move-on-the-web-heres-how-to-stop-i
t

● Tracking Cookies: tracking which websites you visit--even 
after you log out 

● By using your real-world shopping to target ads



What else can 
your data be 

used for?  



● Privacy/Security Concerns

● What about public/government 
data? 

● Future of intelligence services?



Facial Recognition 
and Databases



Facial Recognition



“ ”
In September, the [Australian] 

justice minister, Michael Keenan, 
announced that the federal 

government would spend $18.5m 
to develop the national facial 

biometric matching capability, 
known simply as ‘the capability’.

‘This process will expedite putting a name 
to the face of terror suspects, murderers 
and armed robbers, and will also help to 

detect fraud cases involving criminals that 
use multiple identities. This initiative does 

not involve new powers for the 
commonwealth; it’s simply a mechanism to 
share existing information already held by 

jurisdictions.’

The new powers do not need to go through 
parliament to be enacted.



“ ”
The Illinois Biometric Information 

Privacy Act, which passed in 2008, 
says no private entity can gather 

and keep an individual’s biometric 
information without prior 

notification and written permission 
from that person



WhatsApp: a 
Facebook Property



“ ”
When Facebook bought the 

start-up WhatsApp in 2014, Jan 
Koum, one of WhatsApp’s founders, 

declared that the deal would not 
affect the digital privacy of his 

mobile messaging service’s millions 
of users.

WhatsApp said on Thursday that it 
would start disclosing the phone 
numbers and analytics data of its 
users to Facebook. It will be the 

first time the messaging service has 
connected users’ accounts to the 
social network to share data, as 

Facebook tries to coordinate 
information across its collection of 

businesses.



Instagram: A 
Facebook Property



“ ”
...according to a newly published 

investigation by the ACLU of Northern 
California. Geofeedia used [Facebook 

and Instagram’s] APIs to create 
real-time maps of social media activity 

in protest areas, maps which were 
subsequently used to identify, and in 
some cases arrest, protestors shortly 

after their posts became public.

‘We were able to turn around and alert local 
police, who intercepted the kids — some of 
whom had already hijacked a metro bus — 

and found their backpacks full of rocks, 
bottles, and fence posts,’ Baltimore police 

Sergeant Andrew Vaccaro says in the 
testimonial. ‘They planned to do a lot of 

damage.’



Where should the line be 
drawn between preventing 
threats to public safety and 
privacy?
- What if there were guarantees that the photos would remain 

confidential/private? 
- What other limits could be imposed to make these 

“capabilities” more easier to swallow? 
- How can we balance prohibitions on “urban camouflage” with 

public safety? 



News on Facebook



“ ”
Sites that publish fake or 

hyperpartisan news are almost 
completely reliant on Facebook for 
their readership, according to data 

collected by the marketing 
analytics firm Jumpshot.

The company found that several of 
these sites get over 70% of their 

desktop-device traffic from 
Facebook referrals.



“ ”
…  according to a former journalist 

who worked on the [“trending” 
section] … workers prevented 

stories about the right-wing CPAC 
gathering, Mitt Romney, Rand Paul, 
and other conservative topics from 
appearing in the highly-influential 

section, even though they were 
organically trending among the 

site’s users.



Manipulation/Exploitation 
of Emotions 



● 689,000 users
● News feed filtering to study 

“emotional contagion”
● “Failed to gain informed 

consent”

● 689,000 users

● News feed filtering to study 
“emotional contagion”

● “Failed to gain informed consent”



Using your input 



● Brain-computer interface 
engineer/ Neuro imaging engineer

● Telepathy as “ultimate 
communication technology”

● Ultimate privacy nightmare?



Regulation: should we? 
Can we? 



● What does effective regulation of social 
media platforms look like? Should we be 
beholden to terms-of-agreement? 

● How do you control the data that’s being 
stored? 

● If we don’t want ad-targeting, how else 
do we pay for the service? 





Reasons for 
Optimism




